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(57) Abstract: 

COPYRIGHT: (C)2001,JPO 

PROBLEM TO BE SOLVED: To provide an 
authentication system that can prevent leakage of 
passwords and conduct retransmission of 
authentication data, by pretending of a 3rd party to 
be a legal party. 

SOLUTION: When a user uses a client 3 to a log in 
an AP server 1, the AP server 1 generates encrypted 
communication data (i) and transmits the data as an 
authentication request to an authentication server 2 
by the use of redirection through the client 3. The 
authentication server 2 makes request to the client 
3 to enter its password and authenticates the user, 
on the basis of the password and the authentication 
request. Then the server 2 transmits encrypted 
communication data (iv), including the result of 
authentication to the AP server 1 by the use of 
redirection via the client 3. Furthermore, the AP 
server 1 generates a session ID in the case of log 
on of the user and registers it to a common key 
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~j s- 2 mi\izTfi&± tx\>& m^vfo h 

cox\ fo&MM^mMz^fo^xhmm&Lb^-h* 
ttzz comz^ mmmtftpm Lfzi%-£<%: b(^m^x\ 
ty 3 yiDt immcomm&A p-^-ys- 1 cr>imMtk 

fcmmimzimm^-y'iv 2 2 fr^mmcommmm 
~t s t ^ >r a r ^ h r n y 5 ^ 2 3 £ jgsrr s . 

[00 5 1 ] H4{iHl^^X7 i Atcj;^fg.iES!l : ll^5 
IgtE^-^^^aftr-^dOSrSfia. ISfiE^- 

tzmxhh. Timm^xcon) —(g) w#^iH4 

[ 0 0 5 2 ] _LtE(6) t0iigO#«iET'\ SEl?"— >"t2 

#'Sft a«x-^ (i i ) $ tvtmm 

ifits if&liCOb. fSSS tiix(i\ mzm$\E^r-^ < 2 (±; 

affix-^ (i i) #>£>f§Jt'T-:? SrfflCiT ^ ^ T> h 3 
[00 53] ^fgU-lf— A2J±. ^5-fr>-h3t:*f 
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AJi&mttz ((7) > . zvm. zl— rwmiz&t 
tix^tzj-—? i d £fflv^r . n^w ymm^umzj- 

[00 54] cWr-ftfMUZti? ?AT> h 313Hz 

-t tTS^S^XTV^-fe-y^aVI Dt*|:SSL4 
f'^^^^ffl^TlSfiE-f 2 tcilff -T & ( (9) 
) . 

[00 5 5] fglI-if-^'2Xii, ? 7V h 3i^S 

mLfz-^^Byi D^tds^-t LT^iiiiT— y^2 

2£tft§SU #jK^£ftjl«#ft»r— ://P2 2(;:£ 
ii§iiT^4j5»i:aA»^«JaE-rs. iixtc^y. JIMS 
IKPI^cOiIfi T'fe& Z\ b SrWSijm*. iOT'yyay 
I D t v\°x<7— K^IStW^i: LTV^J--Hfm^^ 

[00 56] &^fgfIE-tf-^ 2 ii\ ?5^7yb3^t 
Sff L/^«7- J--if I DSttEK: I D^-y^2 

SffS *vc $ jl— f i Dftyvuv- F t ill tffii^b 

i-iftiiE^^—r-CfcS t LTfSIEIt^rL. attest 
JCEf-& i>eo# I Df-7';i/2 1 t^HSfiTV ^(tWf 
SKc? ?M yHHcOr- :?£?^Tyf-3 teiim LT 

[00 571 I5I1 i 1 (JD^t-A t J; |.|SiEMa<50 
•5 *A ^ 9 -f T >- h 3 ^ ^ ^ n'X V - F ISIE-f — A' 2 ^. 

BJi45T"co(10)— (16) tOS-f-Jill 5 i: #tfe UT v ^ 

[0058] jl— f \,zfttzvmim7-rz> t mn^r- 

A' 2 (i , HHBSJH £ A P Hf-y s' l taftrT £ jiff t— 9 
(iii) ££l£L ((10)) , 9J4T>V31,zmith 
((ID) . 

[00 59] |g|iE'+f-^'2^ c J;S31IIx-^(iii) co£ 
J&tiIilT<0«Hc LTft*^ . 
[0060] *r&H-9w\*2t2. ±IEL/ta^co^liE 

$83* & =3: 4 ISIiEJES^ «y -fe - £"* S . f 

cOfSSEJE^-X -y-fe— i/cnA i/¥ A y'iXf^A 7 

a mm. Hz «t o ^js l . i ^ * stEif - / n* 2 coig^iiT" 
am-^ v ^gp^ a p -tf-y s~ i /\<7) y r-r u ? > 

fSSgL^tOilftx-^Uii) fcLT^lStU <I:ft£? 



[00 6 1 ] giJtilfi-r— ?(iii> <50i*(If&. -icOfgiE 
4. ClixfcriO, Wm$BM<?>JtL*)-i'$.LmiiZ&'>xm 

t$mmz x h mm?- ? ( i i ) ft ? 5 >f r y b 3 

MSixT&Tt. iiitcioTjES^— tf t LTfSfiE 

[00 62] £<?>ilfl-r— *(iii> ^S^tSfc^^'f 
7" > h 3 . ^co^'y y^ftcr> y ^-f i^ 9 v fa^zm-o 
XAP-V-rsllzmWi-th ((12)) „ -etTfflftT 1 -^ 
(iii) {C#iUtT^-&Hf^'ft$tL^!gfEJ£§^ >yfe-v 

LTiaittTV^-fe^gy I DSrilfix-^dv)^ 
L-CAP-fws-HCjMff-f-S ((B)) . 
[00 63] ^5^ryh3^A.aft7 : '-^(iv)^Sft 
-TS t . A P-f-A 1 ii.lcoaff 7 s - ^ (iv) fteofSIE-F 
-y s' 2 tc J: 5 IgfBSa^S^^ . ^--if 2r ISE-f S * 3 
t'5fr%$ltb& ((14)) „ 

[0064] AP-tf-ys' 1 T"f±. SflL^afl^'-^ (i 
[00 6 5] t -f. Jlft-r— ^ (iv) |*l<?0-b: »/y 3 yiD 

wimmT—T'/vi nzssst^tLx^tipm^. z.<r> 

SiHtx- f)V 1 1 tcMJE-ti) -fe 7 y 3 > I D t 

? (i v) xh t * fc**j£-rs t co^aiiT" 

[0066] ^^^aiix-y^ 1 1 J: y k 0 as i-^ 
%mxmmt^fLtzmmm^^ >y -fc-^^a-^tts . 

4 ^t 1 ' ^ ^^;PS^SrfSfiE-9--^' 2 ^glMt-CWffc 
L, 5ttm^t.L/tlIliES^ -y-fe-^'W^ -y-tr-S/r 
-f y'xXf t JrbKL. (ll)^^(13)i0aagT"F*jWE5S" 

[00 67] ±.uhtzmixmmiim»ix^ , sfiL-Jt 

Ifif- ^ (i v) rtt^ttS v ^ ISiE-f ^2t;J;l» 
IStKo^mES^ i) cOX'fo h <7)X . AP-if-y-Ui;L &. 
^tLfzmm%$A yfg|I-9--^'2^j;«»!S 
HJgfllfcJR y tfl L . £ eomBg&W*-— ¥ * WM-th Z 
b 5r iSt" ^> ^XhftifzL—^ Co WS.<n fo 6 -*f — t'X t 

mm-?& ((is)) „ x^<?ob#. ^5>f T^McMfi-f s 

V^fc-fev-a y I D&m^'t&lfo^&mm^'yytZikls.L 
[0068] icOjlff MJISL A Ptf-ys' 1 m^-it 
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[0069] APt-A'li^T/'J^-yaylffli 
L < tix5— BfflW'r- 9 £ Sfi Lfc ? 5 -f T >• h ii, 

[0070] zcDM^mmm^i/x'r^'cn. jl— 

4fc, ISIiE^^Wfg^DKiDti. £TfSIE*t 
LXftd^tt^h* iot, JteB^fi 1 o*^ti. -fe^r 

[007 1 ] 

-tf I D ^;uv- K^t9T# > Mf ffiti A ptf- A£ 
SSL^-i^T', /tt i.AP-)f-ys'fiJT"x-^^}l?a j v > 

[0072] &?zj-— nrntz^j iSfivwvm&Ri^ 

Sit SOT, =fc *)~i£^WMl''<JV&93%1-& £ 



[00 73] IWWaB§^aiS2r^LTi 

[0074] S/ilgfEitaa^ft. jl— !f^— tf I DO 
[IIEO^**!^] 

[01 ] ^Mff^Jtc^itS^x^Ali^^^ElT^ 
4. 

[ H 2 ] J3-— r yLti 5 ^, APt-^ ^'iSE 

[H3] APff— AT'ff&ftSafl'T-? ( i ) O^jig 
[H4] iIff7--^(ii)£5TOL IME^-Afc?^ 

4. 

[H6 ] — jaawtff^-cv^fgiE^-^^^fflv^i— 

I, 10 1 AP-tf— A 
2,102 

3.103 ^^ATVY 

II, 22 ftilli^-y/k 
2 1,10 4 I Df-T'/l' 



[06] 
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[01] 



[02] 



a.—- trafn-r-r'>Lx:iir't>,Ai"Hj— yii<ijiai-y— /<i= 
sgSE*teffl-r-&*-£-©jE3ro3t*i£»ffl!;:mLf:;BI 
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[05] 




